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1. Business Scenario

One reason to use the SAP Enterprise Portal is the easy integration of state full (existing) Web
Applications into the Portal.

When integrating state-full applications you always face the problem, that the application is not notified
if the user navigates away or even closes the browser window. All Web Applications face this problem,
since they are based on the stateless HTTP protocol. Nearly all state full applications keep session
data on the server side and release those resources after a predefined timeout. The servlet container
for example releases session data by default after 30 minutes inactivity. As a consequence there is a
delay between the user action (e.g. the user has closed the browser) and the release of the
corresponding session data on the server side. This delay can cause the following problems:

o “Dead State” remains on the server and blocks resources (memory) until timeout.

e Server scalability and performance get worse due to the load which is caused by this “Death
State”

e Application locks may lead to deadlocks, when the same or different users accessing the
same shared resources.

If you use SAP technology to build your Web Applications and run them in the portal, they
automatically include a feature called Session Release Notification, which informs the external
content server if the user

e navigates away
e closes the browser window
e logs-off the portal

The following SAP technologies use this Session Release Notification out of the box without the need
to do/implement anything.

e ITS based applications
e BSP (Business Server Pages)
e Web Dynpro (ABAP and Java)

However if you have build your applications using hon SAP technologies, your content server will not
get notified automatically.

This Ho-to guide shows how you integrate external applications into the portal which will be
notified when the user navigates away closes the browser or logs-off the portal.
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2. Background Information

2.1 Request flow of the Session Release Notification

The scenario described here is based on the assumption, that the external application is not running
inside the portal runtime (is not a Portal Component).

Portal Server

= External Application
SRA Loader SRA Service
Server A

ESID+Term.URL
2

External Application

Custom Portal Comp. Server B
Terminator Comp.

Server Side

Client Side

iframe / window
Client SRA |

4 | ESID

iFrame for content of Server A

iFrame for content of Server B

Page in Browser

Figure 1: Request Flow

1) The SRA Loader (Session Release Agent) is a portal component, which takes care of
including the necessary Java Script code of the Client SRA into the HTTP response of portal
pages or iViews. The Client SRA is a Java Script object which is responsible for collecting the
session relevant data from the applications into his own storage. The lifetime of the Client
SRA object is related to the lifetime of the portal page or browser window.

2) For the Session Release Notification, you need to develop your own custom portal
component. The applications you want to integrate into your portal must be based on this
portal component (create new iViews from this portal component).
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The custom portal component creates a unique key, which is used as an “External Session
ID” (ESID). The ESID and additional session information like the termination URL is then
stored into the SRA Service. The termination URL is the URL which will later be called to
notify the external application that the user for example closed the browser window or
navigated away. The termination URL also contains the ESID as a parameter. An example of
the termination URL could be:
http://server:port/ApplicationA/termination/?sap-esid=3fa953c643

3) The custom portal component now builds the HTTP response. It creates an iframe tag with the
URL to the external application and adds the ESID as a parameter to this iframe URL.
Example of the iframe:
<iframe src="http://server:port/ApplicationA/?sap-esid=3fa953c643” />
The custom portal component also adds some Java Script code in the response, which
registers/stores the ESID into the Client SRA object

4) The Java Script code is executed at the client. It stores the ESID into the Client SRA object.

5) The iframe URL with the ESID as parameter is now called from the browser. The external
application must then map this ESID to its own session ID. Later if the user for example closes
the browser window, the termination URL with the ESID is send to the external application.
The external application must then read the mapping, get its own session ID and closes the
session.

6) If the portal page is now destroyed (user navigates away, logs-off or closes the browser) the
Client SRA wakes up like a WatchDog (triggered by the onunload browser event).

7) The Client SRA sends the collected ESIDs (in case of multiple iframes on one page) to a
portal component called Terminator.

8) The Terminator Component reads the session info (especially the termination URL) from the
SRA Service.

9) The HTTP response of the Terminator Component goes back to the browser. The response
includes the termination URL with the ESID parameter. In order to fire this termination URL to
the external application, we need a stable window to send the termination URL. This is
achieved by using a hidden window or a hidden iframe.

10) The hidden window or iframe makes a new request to the external application including the
ESID as parameter. The external application now has to look up her own session ID with the
ESID and can then close and release her own sessions/resources.

2.2 Dealing with Popup Blockers in the Browser

Newer version of browsers (Mozilla Firefox, MSIE ...) or even the browser plug-ins or toolbars (Google
Toolbar, Yahoo Toolbar) provides the Browser popup blockers, which may cause trouble in relation to
SRA feature.

In order to handle termination notification when the current window is being destroyed (typically logoff
or closing this window by user), we need a stable window to accomplish the network communication. If
the popup blocker avoids opening such windows, then this may lead to malfunctioning of SRA.

Therefore, whenever the portal runs in the browser with installed popup blocker, you have to make
sure that this Popup blocker is deactivated for those URLS that point to the portal server or content
server used in the scenario. Generally you will have to put the hostnames or URLs to the “white list”,
just to allow the opening of new windows from such pages. Check the documentation for your Popup
blocker how this can be achieved.
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2.3 Request Distribution via Server side connections

In the previously described scenario the termination URL is send from the client, either from a hidden
frame or window (see step 10 in figure 1). In order to minimize the network traffic between browser
and backend, one can consider the possibility to send the termination requests from the Terminator
component directly via server side URL connection to the external application (see the following
figure).

Terminator Comp.

U Server Side
Client Side

h 4

iframe/ window

Figure 2: Server side connections

Even though the request distribution via server connection reduces the count of requests, this can’t be
used as the default solution. It may cause problems when the content server runs HTTPS, uses client
side certificates (content server avoids in such case the connection from the server side) or for some
cases with load-balancing. Using server to server communication could also result in configuration
tasks for firewalls/proxies.

The Terminator component in the portal supports and combines both these methods. By default the
request distribution via client is used, but can be switch to distribution via server connections by a
corresponding setting on the portal service (see Terminator.sendMode). SAP note #765914 describes
exactly how to configure the send mode.

2.4 SAP Internet Session Protocol

Starting with SAP Workplace 2.x, all content servers, that want to participate on the Session Release
Notification, must understand “SAP Internet Session Protocol” (SISP).

There are currently 3 versions of the protocol, 1.0, 1.1 and 2.0. Version 2.0 was introduced with NW
Portal 7.0 SPS 5. The explanation of the protocol is out of scope of this document. The most important
thing is, that the different protocol versions support different session commands send to the external
applications (explanations of session commands follow).
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Version 1.0 of SISP is quite old, has a lot of technical problems and should not be used
anymore!

2.5 Parameters of the termination URL

The termination URL which is send from the browser (or from the terminator component) to the
external application contains the following parameters:

Request Parameter Name Possible Values

sap-esid ESID = A unique identifier

sap-sessioncmd USR_ABORT, USR_LOGOFF, USR_SUSPEND
~SAPSessionCmd USR_ABORT, USR_LOGOFF, USR_SUSPEND
SAPWP_ACTIVE 1

dsmguid Numerical timestamp of the action

2.5.1 Explanation of the parameters:

sap-esid: This parameter is added by your own custom portal component. All other following
parameters are added by the SRA framework automatically. The external application uses this ESID
value to get its mapped own session ID.

sap-sessioncmd and ~SAPSessionCmd: The session command has to be passed twice
because of the backwards compatibility. The parameter values indicate what the user has done.
Depending on the user action, the external application can behave differently.

The following table shows the mapping of the user action to the session command depending on the
SISP protocol version.

User action / Protocol Version SISP 1.1 SISP 2.0
User is logging out from the portal | USR_LOGOFF USR_LOGOFF
Closing an Browser Window or USR_ABORT USR_ABORT

any action which displaces the
application (but not the portal
navigation !)

Portal Navigation, where USR_ABORT USR_SUPEND
application in the Workarea-frame
is replaced with different one.

Portal Navigation, where USR_ABORT

N . no notification !
application Workarea-frame is
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replaced with the same one —
Means we are re-launching the
existing iVIlew/application
instance

SISP 2.0 has a new session command (USR_SUSPEND), which is send to the external application if
the user navigates away. In SISP 1.1 you cannot differentiate between a user closing the browser
window or navigating away. In both cases USR_ABORT is send.

Another difference between 1.1 and 2.0: When re-launching the same application (detected by the
Portal Navigation), the portal SRA will recognize such case for SISP 2.0 and omit the USR_SUSPEND
notification for performance reasons (otherwise the content server/external server would have to
terminate the existing session and create the new one few milliseconds later).

SAPWP_ACTIVE: the flag signalizing the application is running in the portal. You can use this, if the
application needs to render different code running within the portal (SAPWP_active=1) and without the
portal (undefined or SAPWP_active=0).

dsmguid: The numeric timestamp (current milliseconds since 1.1.1970) is needed because
otherwise the browser could resolve the termination URL from the browser cache instead of sending a
up to date HTTP request.

2.6 Logging and Monitoring

2.6.1 Logging

Before you can start to look at the log files, you must configure the log controller and increase the log
level for the DSM Controller. Perform the following steps to increase the log level:

1. Start the Visual Administrator for the AS Java

2. Open the Log Configurator for the given Server node (Server xxx -> Services -> Log
Configurator)

3. Search for the DSM Controller using Runtime/Locations tab and open the path com -> sap ->
portal -> dsm

4. Change the severity from Error to All
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Figure 4: Configuration of Logging
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The collected server logging outputs can then be extract from the defaultTrace.trc as follows:

1. Start the standalone log viewer (in Windows based installation, the location is typically under
...\j2ee\admin\logviewer-standalone)
2. Open the defaultTrace.trc, (typically under ...->j2ee->cluster->server X->log)

3. When displayed, use the Filter to display on the relevant values

Text: com.sap.portal.dsm
In columns: Location

and then use button “[ ] include in Current Log”

2.6.2 Monitoring

The portal offers monitoring and tracing support for the Session Release Notification. You can call the
monitoring component to test the elementary API functionality of the Session Release Agent, even not
having external content systems connected. The start URL is the following:

<PortalServer>/irj/servilet/prt/portal/prtroot/com.sap.portal.dsm.Monitor

At the top, the user can enter any URL which will be loaded after pressing the “Go” button to the
bottom Sandbox frame of this application. Typically you will put there the URL to start i.e. an external
application. Whenever the SessioninfoObject or SessioninfoKey is passed, you get these properties
listed in the middle part of the application. When pressing the “Terminate all” button, the termination
notification is explicitly started in the same way as when the standard onuload action is performed.
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&

On the right side you can navigate to the Sessioninfo keys (ESIDs) which are stored on the SRA
Servcie (button “Lookup on Server”). It is also possible manually register an ESID into the SRA

Service (button Register Key).

Figure 5: Monitoring Component of SRA

3. Prerequisites

URL:|.-’irj.-’senrletfprtfpurtaI.-’prtrDut.Fc0m.sap.pnrtal.dsm.MDnitar?heIp=an | Go | Help |
‘Flow Control for instance Gx1252929224%46x14xWID1252926670473  Atributed Session Key (SISP2.0+)
DSM Logger @ Attach | Detach | |KEY ||| ||
|Tstamp ||| ||
Sessinfo Receipt Popups @ Attach | Detach | Rogeter Afliiiod Koy | R |
Termination Window & Frame @ Attach | Detach | _
Acknowled | Key ”l ||
gement Popus @ Attach | Detach | =
Register Key || Lookup on Server I
' SUSPEND
Command for Termination & ABORT
' LOGOFF GusiD I ]
label | |
|attrKeys - Keys - Objects |||B | - [o [o protocolVersion | | |
sessUrl [ |
|IUgDﬂUrI ||| ||
|9u9pendUrI ||| ||
| redirectlURL ”I ||
|IastSessCmd ”I ||
| dTimeout ||| ||
Register Ohject | Process Object
Remove | Terminate | Terminate all |
Refresh | Termination Data | Piggyback |

e You have installed a SAP Netweaver Portal Version 7.0

e You have a corresponding SAP Netweaver Developer Studio installed locally

e You are familiar with Java and Portal Development (how to deploy portal components, how to

create iViews based on portal components etc.)
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4. Step-by-Step Procedure

4.1 Create a Portal Application and a Portal

1)
2)

3)

4)

Component

Create a Portal Application called SRAWrapper
Create a new Portal Component of type AbstractPortalComponent called iView

To be able to use the Session Release Notification you must set a SharingReference in your
portalapp.xml deployment descriptor to the “epcf loader service” and the “dsm service”.

<application-config>

<property name="SharingReference"
value="com.sap.portal.epcf.loader, com.sap.portal.dsm"/>

</application-config>

To be able to configure the URL to the external application and the termination URL, we add two
component properties called “Application_ URL” and “Termination_URL”.

<component-profile>
<property name="Application URL">
<property name="plainDescription" wvalue="URL to start the
external Application"/>
<property name="longDescription" wvalue="URL to start the
external Application"/>
<property name="personalization" value="no-dialog"/>
<property name="category" value="External Application Data"/>
</property>
<property name="Termination URL">
<property name="plainDescription" value="URL which should be
called by the SRA service"/>
<property name="longDescription" wvalue="URL which should be
called by the SRA service"/>
<property name="personalization" value="no-dialog"/>
<property name="category" value="External Application Data"/>
</property>

</component-profile>

To be able to compile your sourcecode, you must add the following jar files to your classpath:

\usr\sap\<SID>\<instance>\j2ee\cluster\serverO\apps\sap.com\irj\
servlet jspl\irj\root\WEB-INF\portal\portalapps\com.sap.portal.dsm\
1lib\ com.sap.portal.dsm api.jar

\usr\sap\<SID>\<instance>\j2ee\cluster\serverO\apps\sap.com\irj\
servlet jsp\irj\root\WEB-INF\portal\portalapps\
com.sap.portal.epcf.loader\lib\com.sap.portal.epcf.loader api.jar

\usr\sap\<SID>\<instance>\j2ee\cluster\serverO\bin\system\logging. jar
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4.2 Create a UUID helper class

Since your own portal component must create unique external session IDs (ESIDs), we need a helper
class to generate such keys. If you are using JDK 1.5 or above, you can use the class
java.util.UUID in the standard Java library.

If you are on NW 7.0, you can only use JDK 1.4, and therefore must create your own UUID class.
Using this link (http://www.sdn.sap.com/irj/scn/index?rid=/library/uuid/709c6123-1884-2c10-4eb8-
cfee09bbbf94), you can see an example UUID class which will be used by the custom portal
component (click on the button “View this Tool” to download the class file).

4.3 Create the Custom Portal Component

The following class can also be downloaded via this link
(http://www.sdn.sap.com/irj/scn/index?rid=/library/uuid/20b81220-df84-2¢c10-d2aa-f01f9aa09d0c):

public class iView extends AbstractPortalComponent

{

private static final String PROPERTY APPLICATION URL "Application URL";
private static final String PROPERTY TERMINATION URL = "Termination URL";

public void doContent (IPortalComponentRequest request,
IPortalComponentResponse response)

{
// 1) read the profile

IPortalComponentProfile profile = request.getComponentContext () .getProfile();

String applicationURL = profile.getProperty (PROPERTY APPLICATION URL);
String terminationURL = profile.getProperty (PROPERTY TERMINATION URL);

// 2) create ESID
String sap esid = new UUID().toString();

// 3) append sap_esid to applicationURL and terminationURL
applicationURL = appendSAP ESID(applicationURL, sap esid);
terminationURL = appendSAP ESID(terminationURL, sap esid);

// 4) create a session info object and store it in SRA Service

IDsmService dsmService = (IDsmService) PortalRuntime.getRuntimeResources() .
getService (IDsmService.KEY) ;

ISessionInfoFactory sessInfoFactory = dsmService.getSessionInfoFactory() ;

ISessionInfo sessInfo = sessInfoFactory.createSessionInfoObject (
sap _esid, "1.1", "", terminationURL, terminationURL, terminationURL) ;
ISessionInfoStore sessInfoStore = dsmService.getSessionInfoStore();

sessInfoStore.put (request, sap_esid, sessInfo);

// 5) write the iframe with the application URL
response.write ("\n<iframe src=\""+applicationURL+

"\" frameBorder=\"0\" name=\"isolatedWorkArea\""+

" id=\"isolatedWorkArea\" width=\"100%\" "+

" marginheight=\"0\" marginwidth=\"0\"></1iframe>\n");

// 6) register the ESID into the Client SRA
response.write ("<SCRIPT>EPCM.DSM.registerFullKey ("+
"\""+sap esid+"\");</SCRIPT>\n");

// 7) make the iframe full height of the content area

response.write ("\n<script>workArea.resizeIframe ();\n");
response.write ("EPCM. subscribeEvent ("+
" \"urn:com.sapportals.portal:browser\", \"resize\","+

" workArea.resizeIframe);\n");
response.write ("EPCM.subscribeEvent ("+
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" \"urn:com.sapportals.portal:browser\", \"load\","+
" workArea.resizelframe);</script>\n");

private String appendSAP ESID(String url, String sap esid) {

if (url.indexOf ('?") == -1)

url += "?sap-esid="+sap esid;
else

url += "&sap-esid="+sap esid;

return url;

Explanation of the source code:

Step 1) read the profile

When the content administrator creates an iView based on this portal component, he can configure
the two properties Application_URL and Termination_URL. The application URL will be used to call
the external application inside an iframe. The termination URL will be called by SRA to inform the
external application in case the user does a log off, navigates away or closes the browser window.
Step 2) create the ESID

This line creates the external session ID with the help of the UUID class mentioned above

Step 3) append the ESID to the application URL and the termination URL

We now append the generated ESID to the application URL and the termination URL as a request
parameter (using ‘&’ or “?” depending on already existing parameters)

Step 4) create a session info object and store it in SRA service

We first get a reference to the DSM service to get a session info factory object. On this object, we
create a session info object. The method createSessionInfoObject method is overloaded and
has several signatures. The signature we are using here defines the following parameters:

1. Paramter: The generated ESID

2. Parameter: The version of the SISP protocol

3. Parameter: A description of the session info (we could use the name of the external application)
4. - 6. Parameter: The abort URL, the logoff URL and the suspend URL

As you see, it is also possible to fire different URLs depending on the user action (user closes the
browser window, user logs off or user navigates away). In our case the external application should not
differentiate between this cases. The external application will always destroy the session.

Step 5) write the iframe using the application URL

In this step the iframe with the corresponding application URL is written to the client. The id and the
name of the iframe should be “isolatedWorkArea”, since we use standard portal libraries, which allows
us to resize the height of the iframe.
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Step 6) register the ESID into the Client SRA
This JavaScript will register and store the ESID into the Client SRA object (see step 4 in figure 1)

Step 7) make the iframe full height of the content area

With this JavaScript, the iframe height will be resized dynamically depending on the size of the content
area. This prevents for example having two scrollbars (one from the iframe and one from the browser
window)

4.4 Deploy and test your portal component

After you have deployed your portal component, you can create an iView out of the portal component
(PAR file). All your external applications you want to integrate and which want to use SRA must be
based on this portal component.

Using the properties Application_URL and Termination_URL, you can configure your iView to call the
external application.

4.5 Create an external test application

As said before, the task of the external application is to map the retrieved ESID to its own session ID,
when the application is called the first time. If the termination URL with the ESID and the session
command (sap-sessioncmd) is sent, the external application should destroy its session.

1) Create an Enterprise Application Project and a Web Module Project
2) Create a servlet with the following sourcecode.

public class ExtApp extends HttpServlet {

// Map to store the esid /
private Map sessMap = Collections.synchronizedMap (new HashMap());

protected void doGet (HttpServletRequest request,
HttpServletResponse response) throws ServletException, IOException ({

// 1) create a statefull application => so we create a session
HttpSession session = request.getSession();

// 2) read the parameters
String esid = request.getParameter ("sap-esid");
String sessionCmd = request.getParameter ("sap-sessioncmd") ;
if (esid != null && sessionCmd == null) {
// 3) the application is called from within the portal
// => store esid with the session ID
sessMap.put (esid, session.getId());
}
else if(esid != null && sessionCmd != null) {
// 4) the termination URL is send
sessMap.remove (esid) ;
session.invalidate () ;
return;

}

// 5) create the response, and show the entries in the mapping table

September 2009 12



How to use Portal Session Notification with your own custom applications EZ?

PrintWriter out = response.getWriter();
out.write ("<html><body><h3>Entries in the mapping table</h3>"+
"<table border=\"1\">");

Iterator iter = sessMap.entrySet () .iterator();
while (iter.hasNext ()) {

out.write ("<tr>");

Map.Entry entry = (Map.Entry)iter.next();

out.write ("<td>"+entry.getKey () +"</td>");
out.write ("<td>"+entry.getValue ()+"</td>");
out.write ("</tr>");

}
out.write ("</table></body></html>") ;

Explanation of the source code

The HashMap is an instance variable of the servlet. Therefore it is important to synchronize it,
because several threads will access and modify the map concurrently.

Step 1: create a statefull application

With this line we create a HTTP session.

Step 2: read the parameters

Read the request parameters.

Step 3: the application is called from within the portal

If the application is called from the portal iframe (content request), there is only one SRA parameter
available (sap-esid). In this case the ESID and the internal session id are stored into the HashMap
as key/value pair.

Step 4: the termination URL is send

In case the request also contains the parameter sap-sessioncmd the termination URL is send. In
this case the session mapping is removed from the HashMap and the internal session is invalidated,
to free up memory.

Step 5: create the response and show the entries in the mapping table

The response just shows the mappings of the HashTable. This is done for monitoring reasons.
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